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2 ACCO NET SATEL

1. General

The ACCO NET access control system is designed for protection of buildings against access
by unauthorized persons. The ACCO NET system is made up of software and SATEL's
devices (access control panels, access control modules, expansion modules, keypads,
proximity card readers, etc.).

This manual covers installation of the software which enables configuration and then
management of the system. The system may include many objects with any number of
access control panels. Communication with the control panels takes place via the Ethernet
network.

2. Software components

For the ACCO NET system to operate, the Debian operating system is required. Installation
of the Debian system is described further in this manual, but if it has already been installed,
you may skip this section.

The software necessary for proper operation of the system is offered as an installation
package which includes:

1. server environment software. It is not developed by the SATEL company (addresses of
websites on which licenses for each of the programs are available are given in
parentheses):

— Apache (http://www.apache.org/licenses/LICENSE-2.0.html),

— PHP (http://php.net/license/3_01.txt),

— MySQL (http://www.gnu.org/licenses/gpl-2.0.html),

— Java (http://www.gnu.org/licenses/gpl-2.0.html),

— ModSecurity (http://www.apache.org/licenses/LICENSE-2.0.html),
— Fail2Ban (http://www.gnu.org/licenses/gpl-2.0.html).

| Please remember to legalize the server environment required by the system.

| If you have already installed these programs, you may skip installation thereof.

2. ACCO NET access control system firmware:

— ACCO Server — program enabling data exchange between the access control panels,
database, and the ACCO Soft and ACCO-WEB programs,

— ACCO DB - database to which all system related data are saved, including
configuration and events,

— ACCO-WEB - application for remote management and operation of the system,

— ACCO-NT Conf — installation file for the network settings configuration program (for
more information on the program and how it should be used, refer to the ACCO-NT
control panel installation manual),

— ACCO Soft — installation file for the system configuration program.

3. System architecture

The ACCO NET system can be installed on one computer. Alternatively, it can be shared by
multiple computer workstations, in which case distributed architecture will be used. The
ACCO Soft application for system configuration can be installed on several computers. All
you need to use the ACCO-WEB application for remote management of the system is the
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web browser running on your computer, smartphone or tablet. An example of the ACCO NET

system is shown in Fig. 1.

DEBIAN

MySQL

MAIN SERVER
[IP: 192.168.1.30]
LAN address
[IP: 111.111.111.111]
WAN address (public)

DB port
default: 3306

ACCO DB

ACCO Server

ACCO-WEB

web (https) port | RMI port
default: 443

default: 2500

ACCO-NT port
default; 8999

Enter:

111.111.111.111,

to connect to ACCO Soft,
https://111.111.111.111,

to connect to ACCO-WEB

Enter:

192.168.1.30,

to connect to ACCO Soft,
https://192.168.1.30,

to connect to ACCO-WEB

Fig. 1. An example of the ACCO NET system, in which the ACCO Server and database have
been installed on one computer (the settings are shown just for illustration). The system
components, which are not offered by SATEL, are shown in gray color.

4. Network requirements

¢ Internet protocol version 4 (TCP/IPv4).
¢ |P address for each connected ACCO-NT control panel.
e If the ACCO-WEB application is to be accessible from another subnet, the web port (https;

default: 443), on which communication between ACCO Server and ACCO-WEB

application is to take place, should be redirected.

e If the ACCO Soft program is to be accessible from another subnet, the following ports

should be redirected:

— RMI port (default: 2500), on which communication between ACCO Server and ACCO

Soft program is to take place,

— DB port (default: 3306), on which communication between ACCO Server and

database is to take place.
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A Despite the standard encryption techniques (SSL) being used by Satel, if the

ACCO NET system is connected to a public network, additional security
measures must be used, including e.g. a firewall, intrusion detection and
| prevention systems (IDS/ IPS).

5. Suggested hardware requirements

Hardware requirements for the computer on which the ACCO NET access control system will
be installed depends on the system size:

exemplary system 1 (1 ACCO-NT control panel, 30 access control modules, 30 users)
RAID (redundant array of inexpensive disks) level 1 (requires at least two hard drives),
4 GB of RAM memory,

processor: Intel Core i3 or AMD A4,

network card, Fast Ethernet standard,

Debian operating system (version 7.6 or newer).

exemplary system 2 (3 ACCO-NT control panels, 100 access control modules, 300 users)

— RAID (redundant array of inexpensive disks) level 5 (requires at least three hard
drives),

— 8 GB of RAM memory,

— processor: Intel Xeon or AMD Opteron,

— network card, Fast Ethernet standard,

— Debian operating system (version 7.6 or newer).

When deciding on the hard drives capacity, you should consider the following factors:

— number of events generated in the system (2 to 5 millions events will occupy
1 GB),

— number of users simultaneously running the ACCO Soft program or ACCO-WEB
application,

— size of graphic files assigned to the maps,

— size of user photographs,

— length of defined names of objects, control panels, controllers, expanders,
partitions and users.

6. Installation of the ACCO NET system software

6.1 Installing the Debian operating system

A It is recommended that the Debian operating system be installed on a computer
on which no other operating system is installed.

The computer(s) on which the ACCO NET system and database are to be
installed must have access to the Internet.

Debian system version 7.6 or newer is required. Below, we present an example installation of
the Debian operating system version 8.0.
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1. On the https://www.debian.org/CD/netinst/ website, select the appropriate image from
among the CD “netinst” images (150-280 MB, depending on the architecture) and save it
to the hard disk. Having downloaded the ISO image, burn it to a CD.

2. Insert the burned CD into the computer optical disk drive. The splash screen of Debian
system installer will be displayed.

3. Select the “Install” command and press ENTER.

Debian GHUZEanu= installer boot menw

Graphical install
Advanced. options

Help

Install with specch synbhesis

Press ENTER to boot or TAB to edit a menu entrly

4. Select the language to be used for the installation process and press ENTER.

Language:

<G0 Back:>

C

Albanian
Arahic
Asturian
Basque
Belarusian
Bosnian
Bulgarian
Catalan
Chinese (Simplified)
Chinese (Traditional)
Croatian
Czech
Danish
Dutch
English
Esperanto
Estonian
Finnish
French
Galician
German
Greek

[11] Select a language |

Choose the language to he used for the installation process. The selected language will
also be the default language for the installed system.

No localization
Shoip

e
Asturianu
Euskara
Eenapycran
Bosansk i
Erarapckn
Catald

FR 3T (] 1 )
B
Hruatski
Cestina
Dansk
Nederlands

Esperanto
Eesti
Suomi
Francals
Galego
Deutsch
EahnL L Ko

<Tab> moves; <

s; <Enter> activates buttons
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5. Select the location and press ENTER.

[11] select your location |

The selected location will be used to set your tTime zone and also for example to help
select the system locale. Mormally this should be the country where you live.

This is a shortlist of locations based on the language you selected. Choose "other' if
your location is not listed.

Country, territory or area:

fntigua and Barhuda
Australia
Botswana
Canada

Hong Kong
India

Ireland

New Zealand
Nigeria
Philippines
Singapore
South Africa
United Kingdom
United States
Zamhia

2 imhahuwe

other

<Go Back:>

activates buttons

6. Select the keyboard layout language and press ENTER.

[11] Configure the keyhoard
Keymap to use:

fmerican English
Albanian

Arahic

Asturian
Bangladesh
Belarusian
Bengali

Belgian

Bosnian
Brazilian

Bulgarian

Bulgarian (phonetic layout)
Canadian French
Canadian Multilingual
Catalan

Chinese

Croatian

Czech

Danish

Dutch

Dvarak

Dzongkha

Esperanto

Estonian

Ethiopian

<G0 Back:
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7. Windows indicating the installation progress will be displayed successively.
8. Enter the host name to configure the network and press ENTER.

['] configure the network |

Pleaze enter the hostname for this system.

The hostname is a single word that identifies your system to the network. If you don't
know what your hostname should be, consult your network adminisztrator. If you are setting
up your own home network, you can make something up here.

Hostrname:

<Go Back: <Continues

9. Enter the domain name and press ENTER.

[11 Configure the network |

The domain name is the part of your Internet address to the right of your host name. It
iz often something that ends in .com, .net, .edu, or .org. If you are setting up a home
network, you can make something up, but make sure you use the same domain name on all
your computers.

Domain name:

<Go Back: <Cont inue>
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10. Define the system access code for the administrator (login: root) and press ENTER.

[11] Set up users and passwords

v¥ou need to set g password for 'root', the system administrative account. A malicious or
ungualified user with root access can have disastrous results, so you should take care to
choose a root password that is not easy to guess. It should not be a word found in
dictionaries, or a word that could be easily associated with you.

f good password will contain & mixture of letters, numbers and punctuation and should be
changed at regular intervals.

The root user should not have an empty password. IT you leave this empty, the root
account will be disabled and the sustem's initial user account will he given the power to
become root using the "sudo' command.

Mote that you will not be able to see the password as you type it.

Root password:

<Go Back: <Cantinues

11.Repeat the code and press ENTER.

1 [!'!] Set up users and passwords
Please enter the same root password again to wverify that you have typed it correctly.

Re-enter password to wverify:

<Go Back: <Cont inue>
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12.Give a name to the user (your additional account) and press ENTER.

[11] Set up users and passwords |

A user account will be created for you to use instead of the root account for
non-administrative activities.

Pleaze enter the real name of this user. This information will be used for instance as
default origin for emails sent by this user as well as any program which displays or uses
the user's real name. Your full name is a reasonable choice.

Full name for the new user:

<Go Back: <Continues

s buttons

13. Enter the new user code and press ENTER.

[11] Set up users and passwords |

A 2ood password will contain a mixture of letters, numbers and punctuation and should he
changed at regular intervals.

Choose a password for the new user:

<Go Back: <Cont inue>

ctivates buttons
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14.Re-enter the code and press ENTER.

[11] Set up users and passwords |

Pleasze enter the same user password again to verify you have typed it correctly.

Re-enter password to werify:

<Go Back: <Continuer

activates buttons

15. At the disk partitioning stage, select the “Guided — use entire disk” and press ENTER.

[11] Partition disks |

The installer can guide you through partitioning a disk fusing different standard
schemes) or, if you prefer, you can do it manually. With guided partitioning you will
still have a chance later to review and customise the results.

If you choose guided partitioning for an entire disk, you will next be asked which disk
should be used.

Partitioning method:
Guided - use entire disk
Guided - use entire disk and set up LW¥M
Guided - use entire disk and set up encrypted LYM
Manual

<G0 Back:

= buttons
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16.When a command prompt to specify the disk to be partitioned is displayed, press ENTER.

[11] Partition disks |

Mote that all data on the disk you select will be erased, but not before you hawve
confirmed that you really want to make the changes.

Select disk to partition:

SCEI3 (0,0,0) (sda) - 8.6 GB ATA WEOX HARDDISK

<Go Back:

activates buttons

17.Select the “All files in one partition (recommended for new users)” partitioning method and
press ENTER.

[11 Fartition disks |
Selected for partitioning:
SCSIS (0,0,0) (sda) - ATA VBOX HARDDISK: 8.6 GB

The disk can be partitioned using one of several different schemes. If you are unsure,
choose the first one.

Partitioning scheme:

A1l files in one partition (recommended for new users)
Separate shome partition
Separate shome, svar, and Atmp partitions

<Go Back:

s buttons
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18. Select the “Finish partitioning and write changes to disk” option and press ENTER.

[11] Partition disks |

This is an owverwview of your currently configured partitions and mount points. Select a
partition to modify its settings (file system, mount point, etc.), a free space to create
partitions, or a dewice to initialize itz partition table.

Guided partitioning

Configure software RAID

Configure the Logical Yolume Manager
Configure encrypted wolumes
Configure iS5CSI volumes

SCEI3 (0,0,0) (=da) - B.6 GB ATA YBOX HARDDISK
#1 primary 8.2 GB T extd £
#5 logical 401.5 MB T  swap swap

Undo changes to partitions
Finish partitioning and write changes to disk

<Go Back>

<F1» far help; <Tab> m selects; <Enter> activates buttons

19.When a prompt appears asking whether you wish to save the changes, select “Yes” and
press ENTER.

[11] Partition disks |

If you continue, the changes listed below will he written to the disks. Otherwise, Jou
will be able to make further changes manually.

The partition tables of the following devices are changed:
SCSI3 (0,0,0) (sda)

The following partitions are going to be formatted:
partition #1 of SCSI3 (0,0,0) (=da) as extd

partition #5 of SCSI3 (0,0,0) (sda) as swap

Hrite the changes to disks?

es huttons
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20. Select the country for the http proxy server and press ENTER.

[!] Configure the package manager

The goal iz to find a mirror of the Debian archive that is close to you on the network —-
he aware that nearby countries, or even your own, may not he the best choice.

Dehian archive mirror country:

New Caledonia
New Zealand
Nicaragua
MNorway
Philippines
Foland
Fortugal
Romania
Russian Federation
serhia
Singapore
Slovakia
Slovenia
South Africa
Spain

Sweden
Switzerland
Taiwan
Tajikistan
Thailand
Turkey
Ukraine
United kingdom

<G0 Back:

<Tah> moves acer selects; <Enter> activates buttons

21.Select the archive name for http proxy server and press ENTER.

[T Configure the package manager |

Please select a Debian archive mirror. You should use & mirror in your country or region
if you do not know which mirror has the best Internet connection to you.

Usually, ftp.<uour country coder.debian.org is a good choice.
Debian archive mirror:

ftp.uk.debian.org
free.hands.com
ukdebian.mirror.anl<.net
mirror.positive-internet.com
mirrars.melbourne.co. uk
mirror.bytemark. co. uk
httpredir.debian.org
debian.man.ac.uk
mirrorservice.org
ftp.ticklers.org
the.earth.1li

mirror.ox.ac.uk
mirror.sov.uk.goscomb.net
debian.serverspace. co.uk
mirrar.vorboss.net
debian.mirror.uk.sargasso.net
mirror.mythic-beasts.com
mirror. lchost.net
mirrors-uk.Go-Parts.com

<Go Back:»
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22.Do not enter any http proxy related data, but select “Next” and press ENTER.

[!T Configure the package manager |

If you need to use a HTTP proxy to access the outside world, enter the proxy information
here. Otherwise, leave this blank.

The proxy information should be given in the standard form of
"http: s/ [[user] [:pass]@lhost [:port] 2.

HTTP proxy information (hlank for nonej:

<Go Back: <Cont inue:

activates buttons

23.Next windows indicating the installation progress will be displayed.

24 . When the “Configuration of popularity-contest package” window is displayed, select one
of the available options and press ENTER.

[ Configuring popularity-contest |
The system may anonymously supply the distribution developers with statistics about the
most used packages on this system. This information influences decisions such as which
packages should go on the first distribution CD.

If you choose to participate, the automatic submiszion script will run once ewvery week,
sending statistics to the distribution developers. The collected statistics can be wiewed
on http:sspopcon.debian.orgs.

This choice can hbe later modified by running “'dpkg-reconfigure popularity-contest'.

Participate in the package usage survey?

<Go Back: <Yesr m
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25.Press repeatedly the space key to select software you want to install: “SSH server” and
“Standard system utilities” (leave the other fields unselected). Then, press ENTER.

[!] Software selection

At the moment, only the core of the system is installed. To tune the system to your
needs, you can choose to install one or more of the following predefined collections of
software.

Choose software to install:

op environment

tem utilities

<Go Back: <Continues

> MOVES ; - 1E <Enter: actiwvates buttons

26.Windows indicating the progress of installation will be displayed successively.

1 Select and install software |

Running tasksel...

> MOVES 1 1e <Ente T ivates buttons
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27.When a prompt appears asking whether you wish to install the GRUB boot loader, select
“Yes” and press ENTER.

[1]1 Install the GRUE boot loader on a hard disk |

It seems that this new installation is the only operating sustem on this computer. If =o,
it should be safe to install the GRUB boot loader to the master boot record of your first
hard drive.

Harning: If the installer failed to detect another operating suystem that is present on
your computer, modifying the master boot record will make that operating system
temporarily unbootable, though GRUE can be manually configured later to boot it.
Install the GRUB boot loader to the master boot record?

<Go Back:

buttons

28.Highlight the name of the master boot record of the first hard disk on which the GRUB
boot loader will be installed and press ENTER.

[!1 Install the GRUE hoot loader on a hard disk |

You need to make the newly installed system bootable, by installing the GRUB boot loader
on & hootable device. The usual way to do this is to install GRUB on the master boot
record of your first hard drive. If you prefer, you can install GRUB elsewhere on the
drive, or to another drive, or even to a floppy.

Device for hoot loader installation:

Enter device manuall

<Go Back:
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29.When information on installation completion is displayed, press ENTER. Restart of the
system will follow.

[11] Finigh the installation

Installation complete
Installation is complete, so it is time to boot into your new system. Make sure to remove

the installation media (CD-ROM, floppies), so that you boot into the new sustem rather
than restarting the installation.

<G0 Back: <Cont inues

> selects; <Enter> activates huttons

6.2 Installing the server environment and ACCO NET system

In the console window that will be displayed after the system restart, you can start installation
of the ACCO NET system.

1. Enter the administrator login (root) and press ENTER.

Debian GMU/Linux 8 acco-server tiyl

root
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2. Enter the administrator password and press ENTER.

Debian GHWUALinux 8 acco-serwver ttyl

login: root

CO-SEerver . 6 #: (2015-05-24)

nux comes with ABSOLUTELY WO HARRAMTY, to the extent
applicable law.

3. To download the installation package of ACCO NET system, enter the command:
— for Debian operating system version 8.0:
wget http://updates.satel.pl/acco/install-debian-8.sh
— for Debian operating system version 7.6:
wget http://updates.satel.pl/acco/install-debian-7.sh
and press ENTER.

Jer login: root

Jun 24 13:44:11 BS 015 on ttyl
3. L0-4-586 #1 D 3.16.7-cktll-1 (2015-05-24)

> free software;
ed in the

Debian GMU/Linusx s with ABSOLUTELY WO WAR
] itter i = law.

J [upﬁllL
ll-debian-8

install-debian-8.sh 1

2015-06-24 13:48: 10

4. Give permissions to run the installation package by entering the command:
— for Debian operating system version 8.0:
chmod 755 install-debian-8.sh
— for Debian operating system version 7.6
chmod 755 install-debian-7.sh



SATEL ACCO NET
and press ENTER.

acco-server login: root

Fassword:

Last login: Wed Jun 24 13:44:11 BST 2015 on ttyl

Linux acco-serwver 3.16.0-4-586 #1 Debian 3.16.7-cktll-1 (2015-05-24) iRBA

The programs included with the Debian GHUSLinux system are free software:
the exact distribution terms for each program are described in the
indiwvidual files in susr/ssharesdocssscopuright.

Debian GMUsLinux comes with ABSOLUTELY WO HARRAMTY, to the extent

permitted by applicable law.

root@acco-server:™# wget http:s updates.satel.plsfaccosinstall-debian-8.zsh
-—P015-06-24 13:48:10-- http:s updates.satel.plsaccosinstall-debian-8.sh
Feszolwing updates.satel.pl (updates.satel.pl)... 188.252.21.%2

Connecting to updates.satel.pl (updates.satel.pl)|18&8.252.21.2]:80... connected.
HTTF reqguest sent, awaliting response... 200 0K

Length: 34393 (34K} [applicationfoctet-stream]

Saving to: ‘install-debian-8.sh’

install-debian-8.sh 33.59K --.-KB/= in 0s
2015-06-24 13:48:10 (90.8 MESs) - ‘“install-debian-8.sh’ saved [34393/34393]

root@acco-server: chmod 755 install-debian-8.sh
rooft@gacco-SeErver:

5. Run the installation package by entering the command:
— for Debian operating system version 8.0:
Jinstall-debian-8.sh
— for Debian operating system version 7.6:

Jinstall-debian-7.sh
and press ENTER.

the exact distribution terms for each program are described in the
individual files in fusr/ssharesdoc/ss/copuright.

Debian GHMUALinux comes with ABSOLUTELY WO HARRANTY, to the extent

permitted by applicable law.

root@acco-server:™# wget http:srsupdates.satel.plsaccosinstall-dehian-8.sh
--2015-06-24 13:48:10-- http:s/rupdates.satel.plrsaccosinstall-debian-8.sh
Resolwving updates.satel.pl {updates.satel.pl)... 188.252.21.72

Connecting to updates.satel.pl (updates.satel.pl)|188.252.21.2]:80... connected.
HTTF reguest sent, awalting response... 200 0K

Length: 34393 (34K) [applicationsoctet-stream]

Saving to: ‘install-debhian-8.sh’

install-debian-8.sh 100%[ 33.59K --.-KEBfs in 0s
2015-06-24 13:48:10 (90.8 MESs) - ‘install-dehian-8.sh’ sawved [34393/34393]
root@acco-server:™# chmod 755 install-debian-8.:sh

root@acco-server: # ./slnstall-deblan-8.sh

Select language [default Polskil]
17 Polski
21 English
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6. Press the corresponding number key to select the installation language. Press ENTER (if
it is to be the default language, you may press ENTER at once).

2015-06-24 14:32:56 (B6.3 MBr/s) - ‘install-debian-8.sh’ sawved [34393/34393]

root@acco-server:™# chmod 755 install-debian-8.=sh
root@acco-server:™# ./install-debian-8.sh

Select language [default Polskil]
17 Polski

21 English
2

Freparing the serwver environment reguired to install ACCO MET.
Checking the required elements of the environment...

Do you want to install the missing items?[YessNWol

7. Decide whether or not to install the missing environment components, required for ACCO
NET installation. If yes, press Y. If no, press N and make the system ready for the ACCO
NET installation manually.

Information on the progress of installation will be displayed.

Define whether the SQL base is to be installed locally or not. If it is to be installed locally,
press either ENTER or Y. If you want the database to be installed on another computer,
press N.

after this operation, 3,521 kKB of additional disk space will be used.

Get:1 http://ftp.uk.debian.orgsdebians jessiesmain lihapacheZ-mod-security? 1386
2.8.0-3 [240 kB]

Get:2 http:/s/ftp.uk.debian.orgsdebians jessiesmain libapachez-modsecurity all 2.
B.0-3 [30.4 KB]

Get:3 http:/sftp.uk.debian.orgsdebians jessiesmain modsecurity-crs all 2.2.9-1 [
223 kB

Fetched 494 kB in 1s (423 KBsSs)

Selecting previously unselected package libapacheZ-mod-security?.

(Reading database ... 33324 files and directories currently installed.)
Freparing to unpack .../ libapacheZ-mod-securituyz_2.8.0-3_1i386.deb

Unpacking libapachez-mod-securityz (2.8.0-3)

Selecting prewilously unselected package libapachefZ-modsecurity.

Preparing to unpack .../ /libapachez-modsecurity_2.8.0-3_all.deh

Unpacking libapachez-modsecurity (2.8.0-3)

Selecting prewilously unselected package modsecurity-crs.

Freparing to unpack .../ smodsecurity-crs_Z2.2.9-1_all.dehbh

Unpacking modsecurity-crs (2.2.9-1) .

Setting up libapachef-mod-security? (2.8.0-3)

apache?_invoke: Enable module securituz

Setting up libapachez-modsecurity (2.8.0-3)

Setting up modsecuritu-crs (2.2.9-1)
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10.Press the ENTER key to display the text of License Agreement for ACCO Server.

Shall SOL database he local? [YessMNol [default ¥Yesl: n

YVer:0.1.03042015

--2015-04-08 14:05:35-- http:ssupdates.satel.plsaccosACCO_Server_license_EM.Txt
Resolwing updates.satel.pl (updates.satel.pl)... 188.252.21.%2

Connecting to updates.satel.pl (updates.satel.pl)|188.252.21.2]:80... connected.
HTTPF request sent, awalting response... 200 0K

Length: 6554 i(6.4K) [applicationsoctet-stream]

Saving to: ACCO_Server_license_EN.txt'

e in 0=
2015-04-08 14:05:35 (51.4 MEss) - “ACCO_Serwver_license_EN.txt' saved [6554/6554]

License ACCO SERWER [EMTER]

11.Press the space key to display subsequent parts of the ACCO Server license agreement.
L ICENSE AGREEMENT

1) SATEL Sp. z o0.0. (Licensor) hereby grants a non-exclusive license to use the

BCCO Server software, hereinafter called the “Serwver Software™, in the following
field of use: installation and use of the Server Software for receiving and agg

regating data from the access control system, designed on the basis of the ACCO-

MT ficcess Control Panel, hereilnafter called the Control Panel.

21 The License is granted to each-time owner of the Control Panel. The granted L
icense shall not he transferred in any form, including the sublicense, lease or

rent to third parties otherwise than with the ftransfer of the title of ownership
af the Control Fanel.

31 The ACCO Server Software may only he installed on one computer.

41 The Licensor may make updates of the Server Software available to the License

e, provided that such updates are created.

The Licensee shall not make any claims relating to the Licensor to create the Se
rver Software updates andsor upgrades.

The updates and upgrades shall he made awallable to the Licensee pursuant to the
course of work and commercial policy of the Licensaor.

51 The Serwver Software shall be deliwvered in the form of a computer-readable res
41t code, and it may be used in such a form only. In particular, the Licensee is
not authorized to:

5.1) disassemble, de-compile, ftranslate or attempt to otherwise reengineer the s
ource code of the Server Software, or create any derivative Serwver Software aor p
arts thereof, even if such actions result from the intention to correct erraors o
ACCO_Serwver_license_EN.txt
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12.Press Y to confirm terms and conditions of the ACCO Server license agreement.

opdy may not be used simultaneously with the Serwver Software installed.

Hhen making the backup copy, the Licensee shall be ohliged to reproduce on that

copy the Licensor's copyrights and other relevant descriptions that were placed

on the original Server Software. The Licensee is entitled to make copies of the
user documentation. This provision shall not affect the Licensee's rights under

Art. ¥5 of the Act of 4 February 1994 on copyright and related rights.

13} The Licensee shall make every effort in order to prevent the Licensor's righ

ts from being wiolated.

14} The Licensar shall have the right to terminate the license granted to the Li

censee in the event of a breach by the Licensee of these terms and conditions of
the license. In the event of termination of the license by the Licensor, the Li

censee shall be obliged to immediately remove the owned Server Software carriers

. and remove the Server Software from the computer memory, as well as the bhackup
copy of the Server Software.

15} ALl statements, notices and notifications made by the Farties, shall only hbe
made in writing. If made in any other form, the notices and statements shall he
of no legal or factual conseguence.

16) Thesze license terms and conditions constitute an exclusive hasis for the rig

htsz and obligations of the Parties to the extent of the subject thereof and supe

rsede all prior agreements and arrangements of the Parties in this regard.

17) The applicable law shall be the Folish law. The competent court for the sett

lement of disputes shall he the court in Gda#sk.

18) Installation of the Server Software shall mean acceptance of the terms and c©

onditions of this Agreement by the Licensee.
Agree and proceed [[YessMol_

13.Press the ENTER key to display the text of ACCO-WEB license agreement.

of no legal or factual conseguence.

16) These licensze terms and conditions constitute an exclusive hasis for the rig
hts and obligations of the Parties to the extent of the subject thereof and supe
rsede all prior agreements and arrangements of the Farties in this regard.

17) The applicable law shall he the Polish law. The competent court for the sett
lement of disputes shall be the court in Gda#sk.

18) Installation of the Serwver Software shall mean acceptance of the terms and c
onditions of this Agreement by the Licensee.

ggree and proceed [[YessNoly

--2015-04-08 14:27:16-- http:/ updates.satel.pls/accos/ACCO_MWEE_license_EN.txt
Fesolving updates.satel.pl (updates.satel.pl)... 188.252.21.2

Connecting to updates.satel.pl {updates.satel.pl)|188.252.21.2]:80... connected.
HTTF reqguest sent, awalting response... 200 0K

Length: 4021 (3.9K) [applicationsoctet-stream]

Saving to: "ACCO_WEB_license_EM.t=t'

»] 4,021 -—.-kss in 0=

P015-04-08 14:27:17 (32.3 MBss) - "ACCO_MWEB_license_EN.txt' saved [4021/4021]

License ACCO-WEE [EMTER]
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14.Press the space key to display subsequent parts of the ACCO-WEB license agreement.
L ICENSE AGREEMENT

1) SATEL 3p. z o.o. (Licensor) hereby grants an unlimited and non-exclusive lice

nse to use the internet application ACCO Web, hereinafter called “Application™,

in the following field of use: using the Application for the sole purpose of man

aging permissions and monitoring the status of the system designed on the hasis

of the ACCO-NT Access Control Panel, hereinafter called the "Control Panel'.

21 The License is granted to each-time owner aof the Caontrol Fanel. The granted L

icense shall not be transtferred in any form, including the sublicense, lease ar

rent to third parties otherwise than with the transfer of the title of ownership
of the Control Panel.

31 The Licensor undertakes to make updates of the Application {(dewveloped upgrade

= and enhancements) availahle to the Licensee. The Licensee shall not make any c

laims relating to the Licensor to create the Application updates andsor upgrades
The updates and upgrades shall be made awvalilable to the Licensee pursuant to f

he course of work and commercial policy of the Licensaor.

41 fApplication shall he delivered in the form of & computer-readable result code

, and 1t may be used in such a form only.

In particular, the Licensee is not authorized to:

a) disassemble, de-compile, translate aor attempt to otherwise reengineer the sou

rce code of the Application, or create any deriwvative Application or parts there

of, even 1f such actions result from the intention to correct errors or launch d

isabled fApplication;

bl remowe, change or cover the copyright information andsor intellectual propert

ACCO_WEEB_licens

15.Press Y to confirm terms and conditions of the ACCO-WEB license agreement.

=, except for the warranty for legal defects. In particular, the Licensor hears
no responsibility for any damage or errors caused by the Application, both direc
t and consequential, loss of profit, etc.. Specifically, the Licensor does not g
Larantee that the Application will operate correctly under all circumstances. Fu
rthermore, the Licensor gives no guarantee regarding merchantability or fitness
to a particular purpose.

6] The Licensee shall take into account that this Agreement does not make him th
e awner, or grant him any title to the Application aor any other patents, copurig
hts, trademarks, or other intellectual or industrial property rights related the
reto, except for the rights under the granted license.

71 The Licensor shall retain the title of ownership and the copurights to all th
e Application copies recorded on the original carriers, and to the subseguent Ap
plication copies made in any time whatsoewver, irrespective of the form or carrie
r= on which the original andsor other copies may have been recorded.

3) Thisz License 1s not a sale of the original or any subseguent copy of the Appl
ication. This License shall not transfer upon the Licensee the title of ownershi
p of the Application or the copyright to the Application, but only & limited rig
ht to the use thereof.

3 The Licensee shall make every effort in order to prevent the Licensor's right
= from heing wviolated.

10} Installation of the Application shall mean acceptance of this Agreement by 1
he Licensee.

Beree and proceed [[YessMol_
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16.When the list appears showing the ACCO NET system software to be installed at this
stage of installation, press ENTER. The installation process will take several minutes.

ication. This License shall not transfer upon the Licensee the title of ownershi
p of the Application or the copyright to the Application, but only a limited rig
ht to the use thereof.

91 The Licensee shall make every effort in order to prevent the Licensor's right
= from heing wviolated.

10) Installation of the Application shall mean acceptance of this Agreement by t
he Licensee.

fgree and proceed [[YessMoly

The installation consists of ftwo stages:...
Downloaded and installed will bhe 2 packages:
- acco-server.tar.gz (11M)

- accoweh.tar.gz (61M)

Downloaded will be 4 packages:
.exe [(764K]
Ltar.gz (S04K)
LExE [14H)
Ltar.gz (14M)

[Enter] to continue.

17.1f you have already decided that the SQL base is not to be installed locally, configure its
settings. Enter the address of computer on which the database will be installed and press
ENTER. The address can be entered in the IP address format (4 decimal numbers
separated by dots) or as a name.

Resolving updates.satel.pl (updates.satel.pl)... 188.252.21.%2

Connecting to updates.satel.pl {updates.satel.pl)|188.252.21.2|:80... connected.
HTTF request sent, awaiting response... 200 0K

Length: 12049015 (11M) [applicationsoctet-stream]

caving to: “acco-server.tar.gz'

] 12,049,015  14.,2M/s in 0.8s
2015-04-08 15:44:34 (14.2 MB/s) - “acco-server.tar.gz' saved [12049015/12049015]
--2015-04-08 15:44:35-- http:ssupdates.satel.plsaccosaccowebh.tar.gz
Resolwing updates.satel.pl (updates.satel.pl)... 188.252.21.%2
Connecting to updates.satel.pl (updates.satel.pl)|188.252.21.2]:80... connected.
HTTF request sent, awalting response... 200 0K

Length: 26692939 (254 [applicationfoctet-stream]
Saving to: accoweb.tar.gz'

»] 26,892,939 20.0Kss in 2ds

2015-04-08 15:45:01 (1.04 MBr/s) - "accoweb.tar.gz' saved [26692939/26692939)

Enter host [default localhost]l: _
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18.Enter the number of port to be used for communication between ACCO Server and
database (DB port) and press ENTER.

Connecting to updates.satel.pl (updates.satel.pl)|188.252.21.2]:80... connected.
HTTF request sent, awalting response... 200 0K

Length: 12049015 (11M) [applicationsoctet-stream]

Saving to: “acco-server.tar.gz'

*»] 12,043,015 14.2Mss in o.8s
2015-04-08 15:44:34 (14.2 MB/s) - ‘acco-server.tar.gz' saved [12049015/12049015]

--2015-04-08 15:44:35-- http:/supdates.satel.plsaccosaccoweb.tar.gz

Resolwving updates.satel.pl (updates.satel.pl)... 188.252.21.%2

Connecting to updates.satel.pl {updates.satel.pl)|188.252.21.2|:80... connected.
HTTF reguest sent, awaiting response... 200 0K

Length: 26692939 (25M) [applicationsoctet-stream]

Sawving to: “accoweb.tar.gz'

»] 26,692,339 Z20.0K/Ss in 2ds

2015-04-08 15:45:01 (1.04 MBss) - “accoweb.tar.gz' saved [26692939/26692939]

Enter host [default localhost]:

19.Enter the login of administrator (root) or user having administrator rights, who will have
access to the database, and press ENTER.

HTTF reguest sent, awaiting response... 200 0K
Length: 12049015 (11H) [applicationsoctet-stiream]
Saving to: “acco-server.tar.gz'

»] 12,049,015 14.2M/s in 0.8s
2015-04-08 15:44:34 (14,2 MBss) - “acco-server.tar.gz' saved [12049015/12049015]

--2015-04-08 15:44:35-- hitp:/supdates.satel.plysaccosaccowebh,tar.gz

Resolving updates.satel.pl {updates.satel.pl)... 188.252.21.°7

Connecting to updates.satel.pl {updates.satel.pl)|188.252.21.2|:80... connected.
HTTF reguest sent, awalting response... 200 0K

Length: 26692939 (25H) [applicationsoctet-stream]

Saving to: “accoweb.tar.gz'

»] 28,892,939 20.0K/s in 24z

2015-04-08 15:45:01 (1.04 MBss) - “accoweh.tar.gz' saved [26692939/26692939]

Enter host [default localhost]:
Enter port [default 3308]:
Enter logi :
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20.Enter the password of administrator or user having administrator rights, who will have
access to the database, and press ENTER.

Length: 12049015 (11M) [applicationsoctet-stream]
Saving to: acco-server.tar.gz’

»] 12,049,015 14.2M/s in 0.8s
2015-04-08 15:44:34 (14.2 MBss) - “acco-server.tar.gz' saved [12049015/12049015]

--2015-04-08 15:44:35-- hittp:/supdates.satel.plsaccosaccowebh,. tar. gz

Resolwving updates.satel.pl (updates.satel.pl)... 188.252.21.°7

Connecting to updates.satel.pl (updates.satel.pl)|188.252.21.2|:80... connected.
HTTF request sent, awalting response... 200 0K

Length: 26692939 (25M) [applicationsoctet-stream]

Saving to: “accoweb.tar.gz'

»] 26,892,939 Z20.0K/ss in 24s

2015-04-08 15:45:01 (1.04 MB/s) - “accoweb.tar.gz' saved [26692939/26692939]

Enter host [default localhost]:
Enter port [default 3306]:
Enter login [default root]l:
Enter database passward:

21.Give a name to the database and press ENTER.

Saving to: \accu—SEPuer.taP.gz'
*»] 12,049,015 14.2M/s in 0.8s
2015-04-08 15:44:34 (14.2 MBs/s) - “acco-server.tar.gz' saved [12049015/12049015]

--2015-04-08 15:44:35-- http:s/ updates.satel.plfaccosaccowebh.tar.gz

Reszolwing updates.satel.pl {updates.satel.pl)... 188.252.21.°2

Connecting to updates.satel.pl i{updates.satel.pl)|188.252.21.2|:80... connected.
HTTF reqguest sent, awalting response... 200 0K

Length: 26692939 (25M) [applicationsoctet-stream]

Saving to: “accoweb.tar.gz'

»] 26,892,933 Z0.0K/ss in 24s

2015-04-08 15:45:01 (1.04 MB/s) - “accoweb.tar.gz' saved [26692939/26692939]

host [default localhost]:
port [default 3306]:
login [default root]:
database password: satel
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22.Press the corresponding number key to select IP address of the computer on which the
ACCO Server will be installed. Press ENTER.

*»] 12,049,015 16.3Mss in 0.7s
2015-04-08 16:03:04 (16.3 MBss) - “acco-server.tar.gz' saved [12049015/12049015]

--2015-04-08 16:03:05-- http:/fupdates.satel.plsaccosaccowebh, tar. g2z

Resolving updates.satel.pl {updates.satel.pl)... 188.252.21.°2

Connecting to updates.satel.pl (updates.satel.pl)|188.252.21.2]:80... connected.
HTTP reguest sent, awaiting response... 200 0OK

Length: 26692939 (25M) [applicationsoctet-stream]

Saving to: “accoweb.tar.gz'

»] 26,B92,939 15.9Mrss in 1.6=
2015-04-08 16:03:30 (15.9 MBss) - “accoweb.tar.gz' sawved [26692939/26692939]

MysOoL U: accoweh
MuSOL H: 9b9eddde3928f1cfldfdedaZB3744305

serwver IP:
1. 1o.0.2.15
2. 192.168.1.146

23.Enter the number of port for communication between ACCO Server and ACCO-NT control
panels and press ENTER.

2015-04-08 16:03:04 (16.3 MBss) - “acco-server.tar.gz' saved [12045015/12049015]

--F015-04-08 16:03:05-- http:/fupdates.satel.plsaccosaccowebh.tar.g2z

Resolving updates.satel.pl {updates.satel.pl)... 188.252.21.°2

Connecting to updates.satel.pl (updates.satel.pl)|188.252.21.2]:80... connected.
HTTF reguest sent, awaiting response... 200 OK

Length: 26692939 (25M) [applicationsoctet-stream]

Saving to: “accoweb.tar.gz'

»] 26,B92,939 15.9Mrss in 1.6=
2015-04-08 16:03:30 (15.9 MBss) - “accoweb.tar.gz' sawved [26692939/26692939]

MySOL U: accowebh
MySOL H: 9b9edddesszaficfidfdadaz83vdd3ns

server IP:
1. 1o.0.2.15
2. 192.188.1.146
LF: 1
10.0.2.15




28 ACCO NET SATEL

24 Enter the number of port for communication between ACCO Server and ACCO Soft
program (RMI port) and press ENTER.

?015-04-08 16:03:04 (16.3 MBss) - “acco-serwver.tar.gz' saved [12049015/12049015]

--2015-04-08 16:03:05-- http:ssupdates.satel.plsaccosaccowebh.tar.gz

Fesolwing updates.satel.pl (updates.satel.pl)... 188.252.21.°7

Connecting to updates.satel.pl (updates.satel.pl)|188.252.21.2(:80... connected.
HTTF request sent, awalting response... 200 0K

Length: 26692939 (25M) [applicationsoctet-stream]

Saving to: accoweh.tar.gz'

*»] 26,692,939 15.9Mrss in 1.8%8
2015-04-08 16:03:30 (15.9 MBrss) - "accoweb.tar.gz' saved [26692939/26692939]

MySdL U: accoweh
HuSOL H: Sh3eddde3sz8flcfldfdedazi3iTa4305

Server IP:
1. 10.0,.2,15
2. 1972.168.1. 146
LF: 1
10.0,.2.15
Fort (AccaWT) [default 8999]:

25.Enter the number of port for communication between ACCO Server and ACCO-WEB
program and press ENTER.

--2015-04-08 16:03:05-- http:/ updates.satel.plsaccosaccowebh.tar.gz

Fesolwing updates.satel.pl (updates.satel.pl)... 188.252.21.72

Connecting to updates.satel.pl (updates.satel.pl)|188.252.21.2|:80... connected.
HTTP reguest sent, awaiting response... 200 0K

Length: 26692939 (25M) [applicationsoctet-stream]

Saving to: “accowsh.tar.gz'

»] 26,692,939 15.9M/ss in 1.8s8
2015-04-08 16:03:30 (15.9 MBrss) - “accoweb.tar.gz' saved [26692939/26692939]

MySAL U: accoweh
HuSOL H: Sb9e0dde3sz28f1lcfldfdedazB3T44305

Server IF:
1. 10.0,.2,15
2. 197.168.1. 146
LP: 1
10.0,.2.,15
Fort (AccoNT) [default 5999]:
Fort (acco-soft) [default 25007:
Fort (acco-weh) [default 25017:_

26. Information on the installation progress will be displayed.
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27.Configure the SSL certificate settings for connection with the web server. Enter the two-
letter country name (code) and press ENTER.

INFO: The current configuration will be overwritten
Is configure modsecurity? [YessNolyconfigurationHModSecurity
Enabling module ssl.
See Jsusrssharesdocsapache?. 2-commonsREADME.Debian.gz on how to configure S5L and
create self-signed certificates.
To activate the new configuration, you need to run:
service apache? restart
[ ] Restarting web server: apache? ... waiting

Generating a 2048 bit RESA private key

writing new private key to 'setc/apache2ssslsapache.key’

‘You are about to be asked to enter information that will be incorporated
into vyour certificate reqguest.

Hhat Jou are about to enter is what is called a Distinguished MWame or a ON.
There are guite a few fields but you can leave some blank

For some fields there will he a default wvalue,

If you enter '.', the field will he left hlank.

28.Enter the name of state or province and press ENTER.

INFO: The current configuration will he overwritten
Iz configure modsecurity? [YessWolyconfigurationModSecurity
Enabling module ssl.
See Susrssharesdocsapache?.2-commonsREADME.Debian.gz on how to configure S5L and
create self-signed certificates.
To activate the new configuration, you need to run:
service apache? restart
[ 1 Restarting web server: apache? ... walting

Generating a 2048 bit RSA private key

writing new private kKey to 'setcsapachez/sslsapache.key’

You are about to be asked to enter information that will be incorporated
into your certificate reguest.

What wou are about to enter is what is called a Distinguished Mame or a DHN.
There are guite a few fields but you can leawe some blank

For some fields there will be a default walue,

If you enter '.', the field will bhe left blank.

Country Mame (2 letter code)

[AU] :
0 owince Mam | name
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29.Enter the name of locality (e.g. city) and press ENTER.

Iz configure modsecurity? [YessNolyconfigurationModSecurity
Enabling module ssl.
See Jusrssharesdocsapache? . 2-commonsREADME . Debian.gz on how to configure S50 and
create self-signed certificates.
To activate the new configuration, 4Jou need to run:
service apache? restart
[ ] Restarting web server: apache? ... walting

Generating a 2048 bit RS5SA private key

writing new private key to 'setcsapacheZssslsapache.key!

‘You are about to be asked to enter information that will be incorporated
into your certificate reguest.

Hhat wou are about to enter is what is called a Distinguished Mame or a DNM.
There are guite a few fields but you can leave some blank

For some fields there will he & default value,

If you enter '.', the field will bhe left blank.

Country Mame (2 letter code) [AU]:
State or Province MWame (full name) [Some-S5tate]:

30. Enter the name of organization (e.g. company) and press ENTER.

Enabling module ssl.

See Jusrssharesdocsapache? . Z-commonsREADME . Debian.g2z on how to configure S50 and
create self-signed certificates.

To activate the new configuration, you need fo run:
service apachez restart

[ 1 Restarting weh server: apachez ... walting

Generating a 2048 hit RSA private key

writing new private key to 'setcsapacheZs/sslrsapache.key!

‘“ou are about to be asked fto enter information that will be incorporated
into wour certificate request.

Hhat uou are about to enter 1s what is called & Distinguished MWame or a DM.
There are guite a few fields but you can leave some blank

For some fields there will he & default walue,

If you enter '.', the field will be left blank.

Country Mame (2 letter code) [AU]:

State or Province MWame (full name) [Some-5tate]:
Locality MName (eg, city)

Organization Mame -
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31.Enter the name of organizational unit and press ENTER.

See Ausrssharesdocsapache?. 2-common/README.Debian.gz on how to configure SSL and
create self-signed certificates.
To activate the new configuration, you need to run:
service apache? restart
[ 1 Restarting web server: apachez ... waiting

Generating a 2048 bit REA private key

‘You are about to be asked to enter information that will be incorporated
into your certificate request.

Hhat you are about to enter is what is called a Distinguished Wame or a DN.
There are guite a few fields but you can leave some blank

For some fields there will he a default wvalue,

If you enter '.', the field will be left blank.

Country Mame (2 letter codel) [AU]:

=tate or Province Mame (full name) [Some-5tate]:

Locality Mame (eg, city) [1:

DPganlzatlun Mame (Eg, cumpang) [IntEPnet Hidgits Pty Ltd]:

32.Enter the name of computer on which the ACCO Server will be installed and press
ENTER.

create self-signed certificates.

To activate the new configuration, you need to run:
service apache? restart

[ ] Restarting weh serwver: apache? ... waiting

Generating a 2048 hit RSA private key

You are about to be asked to enter information that will he incorporated
into vyour certificate reguest.

What you are about to enter is what is called a Distinguished Mame or a ON.
There are guite a few fields but you can leawe some blank

For some filelds there will be a default value,

If you enter '.', the field will be left hlank.

Country Mame (2 letter code) [AU]:

state or Province Wame (full name)] [Some-5State]:

Locality Mame (eg, city) []:

Organization Mame (eg, caompany) [Internet HWidgits Pty Ltd]:
Organizational Unit Wame (eg, section) [1:
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33.Enter the e-mail address and press ENTER.

To activate the new configuration, you need to run:
service apache? restart
[ ] Restarting web server: apache?2 ... waliting

Generating a 2048 bit RSA private key

writing new private key to 'setcsapachez/sslsapache.key’

You are about to be asked to enter information that will be incorporated
into your certificate reguest.

Hhat you are about to enter is what is called a Distinguished Name or a DN.
There are guite a few fields but you can leave some blank

For some fields there will he a default wvalue,

If you enter '.', the field will he left blank.

Country Mame (2 letter code) [AU]:

State or Province Mame (full name) [Some-5tate]:

Locality Mame (eg, city) []:

Organization Mame (eg, compand) [Internet Widgits Pty Ltd]:
Organizational Unit Wame (eg, section) []:

Common Mame (e.g. server FODN or YOUR name) [1:

Email Address :

34.Information on the installation progress, and then on completing the installation and
launching the ACCO Server will be displayed.

into vyour certificate reqguest.

Hhat Jou are about to enter is what is called a Distinguished MWame or a ON.
There are guite a few fields but you can leave some blank

For some fields there will he a default wvalue,

If you enter '.', the field will he left hlank.

Country Mame (2 letter codel) [AU]:
=tate or Province Mame (full name) [Some-5State]:
Locality Mame f(eg, city) []:
Oreganization Mame (eg, company) [Internet HWidgits Pty Ltd]l:
Organizational Unit Wame (eg, section) [1:
Common Mame (e.g. server FADMN or YOUR name) [1:
Email address [1:
preparation setcrsapache2ssites-enabledsacco-server-ssl.conf
Enabling site default-scl.
To activate the new configuration, you need to run:
service apache? reload
[ ] Restarting web server: apache? ... waiting
Starting acco-server

6.3 Installing the ACCO-NT Conf / ACCO Soft program

1. Start the web browser. Enter the address: https://[address of the computer on which the
ACCO Server is installed] and log into the ACCO-WEB application as the Administrator
(default login: “admin”; default password: “admin”).

2. Click on the “Programs” command in the menu on the left side of the screen. Links to the
installation files of ACCO-NT Conf and ACCO Soft programs will be displayed.
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3. Click on the selected link to install the required program.

7. Configuring the settings

In the console window, you can configure the settings of ACCO Server and ACCO Soft
program, as well as ACCO-WEB application.

7.1 ACCO Server and ACCO Soft program

If you wish to display the contents of configuration file of ACCO Server and ACCO Soft
program, enter in the console window the following command:

cat /etc/acco/server.conf

and press ENTER.

If you wish to edit the contents of that configuration file, enter the command:
nano /etc/acco/server.conf

and press ENTER.

Presented below is the contents of ACCO Server and ACCO Soft program configuration file,
based on the ACCO NET system shown in Fig. 1. In the square brackets, the meanings of
individual lines are given.

dbhost=192.168.1.30 [IP address / name of computer on which the
database is installed]

dbname=accoDb [name of database]

dbuser=accoweb [name of user having access to the database]

dbpassword= [password of user having access to the database]

1db4e9f4e7d6eab6366b64e3becbh6314d

dbport=3306 [number of network port (DB port) on which

communication between ACCO Server and
database will take place]

serverport=8999 [number of network port on which communication
between ACCO Server and ACCO-NT control
panel will take place]

rmipublichost=192.168.1.30 [public IP address / name of computer on which
ACCO Server is installed]
rmiport=2500 [number of network port (RMI port) on which

communication between ACCO Server and ACCO
Soft program will take place]

rmiport_ www=INET:2501 [number of network port on which communication
between ACCO Server and ACCO-WEB
application will take place]

7.2 ACCO-WEB application

If you wish to display the contents of configuration file of ACCO-WEB application, enter in the
console window the following command:

— for Debian operating system version 8.0:

cat /var/lwww/html/satel/protected/config/servers.php
— for Debian operating system version 7.6:

cat /var/www/satel/protected/config/servers.php




34

ACCO NET

SATEL

and press ENTER.

If you want to edit the contents of that configuration file, enter the command:
— for Debian operating system version 8.0:

nano /var/www/html/satel/protected/config/servers.php
— for Debian operating system version 7.6:

nano /var/www/satel/protected/config/servers.php

and press ENTER.

Presented below is the contents of ACCO WEB application configuration file, based on the
ACCO NET system shown in Fig. 1. In the square brackets, the meanings of individual lines

are given.

const DATABASE_NAME = ‘accoDb’

[name of database]

const DATABASE_IP =‘localhost’

[IP address / name of computer on which the
database is installed]

const DATABASE_USER = ‘accoweb’

[name of user having access to the database]

const DATABASE_PASSWORD =
‘1db4e9f4e7d6eab6366b64e3bech6314d’

[password of user having access to the database]

const RMI_IP =192.168.1.30’

[IP address / name of computer on which ACCO
Server is installed]

const RMI_PORT = ‘2501’

[number of network port on which communication
between ACCO Server and ACCO-WEB
application will take place]

7.3 Useful commands

Commands entered in the console window may facilitate management of the ACCO NET
system (having entered a command, press ENTER):

e to check the ACCO Server program status:

service acco-server status

¢ to stop the ACCO Server program:
service acco-server stop

e to start the ACCO Server program:
service acco-server start

¢ to check the current versions of programs installed (ACCO Server, ACCO-WEB):
— for Debian operating system version 8.0:

Jinstall-debian-8.sh version

— for Debian operating system version 7.6:

Jinstall-debian-7.sh version

8. Updating the ACCO NET system software

1. Log in as the administrator in the console window (login: root).

2. Enter the sequence of commands:

— for Debian operating system version Debian 8.0:

rm install-debian-8.sh ; wget http://updates.satel.pl/acco/install-debian-8.sh ;
chmod 755 install-debian-8.sh ; ./install-debian-8.sh update
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— for Debian operating system version 7.6:

rm install-debian-7.sh ; wget http://lupdates.satel.pl/acco/install-debian-7.sh ;
chmod 755 install-debian-7.sh ; ./install-debian-7.sh update

and press ENTER.

Debian GHMUALinux 8 acco-server ttyl

acco-server login: root

Fassword:

Last login: Thu Jun 25 14:00:34 BST 2015 on ttul

Linux acco-server 3.16.0-4-586 #1 Deblan 3.16.7-cktll-1 (2015-05-24) i68A

The programs included with the Debian GNUALinux system are free software;
the exact distribution terms for each program are described in the
individual files in susrssharesdocs/wscopuright.

Debian GHMUALinux comes with ABSOLUTELY MO HARRAMTY, to the extent

permitted by applicahbhle lauw,

root@acco-server: ™4 rm install-debian-8.sh ; wget http:s updates.satel.plsaccos i
nstall-debian-8.sh ; chmod 755 install-debian-8.sh ; . install-debian-8.sh updat
B

3. Press the corresponding number key to select the installation language and then press

ENTER (if it is to be the default language, you may press ENTER at once).

the exact distribution terms for each program are described in the
individual files in susr/sharesdocs/*/copuright.

Debian GHUALinux comes with ABSOLUTELY WO HWARRAWTY, fto the extent

nermitted by applicahle law.

root@acco-server:™# rm install-debian-8.sh ; wget http:/ updates.satel.plsaccoli
nstall-debian-8.sh ; chmod 755 install-debian-8.=h ; ./ install-debian-8.sh updat
E

--2015-06-25 14:14:02-- hitp:/supdates.satel.plsfaccosinstall-debian-8.5sh
Resolving updates.satel.pl {updates.satel.pl)... 188.252.21.2

Connecting to updates.satel.pl (updates.satel.pl)|188.252.21.2]:80... connected.
HTTP reguest sent, awaiting response... 200 0OK

Length: 34393 (34K [applicationsoctet-stream]

Saving to: ‘install-debian-8.sh’

install-debian-8.=sh 100%[ 33.59K --.-KBfs in 0s

2015-06-25 14:14:02 (118 MBss) - ‘install-debian-8.sh’ saved [34393/34393]

Select language [default Polski]
1) Polski
21 English
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4. Information on your version and the new version of ACCO-WEB application will be
displayed. Click Y to update the application.

root@acco-server:™# rm install-debian-8.sh ; wget http:/ updates.satel.plfaccorsl
nstall-debian-8.sh ; chmod 755 install-debian-8.sh ; ./ install-debian-8.sh updat
=

--2015-06-25 14:14:02-- hitp:/supdates.satel.plsaccosinstall-debian-8.sh
Resolwving updates.satel.pl {updates.satel.pl)... 188.252.21.2

Connecting to updates.satel.pl (updates.satel.pl)|188.252.21.2|:80... connected.
HTTPF reguest sent, awaiting response... 200 0K

Length: 34393 (34K) [applicationsoctet-stiream]

Saving to: “install-debian-g5.sh’

install-debian-8.sh 100%[ 33.59K --.-kKB/s= in 0s

2015-06-25 14:14:02 (118 MBs/s) - ‘install-debian-8.sh’ saved [34393/34393]

Select language [default Polskil
1) Polski

21 English
z

The new version:
Your version:
Do %ou want to update the software? [Yes/sHol

5. Information on your version and the new version of ACCO Server will be displayed. Click
Y to update the ACCO Server.

check Acco-Serwver

--2015-06-25 14:18:47-- hittp:/ /updates.satel.plfaccosacco-server.tar.gz
Resolving updates.satel.pl (updates.satel.pl)... 188.252.21.2

Connecting to updates.satel.pl (updates.satel.pl)|188.252.21.2(:80... connected.
HTTF request sent, awaiting response... 200 0K

Length: 12049015 (11M) [applicationsoctet-stiream]

Saving to: ‘acco-server.tar.gz’

acco-server.tar.gz  100%([ 11.494 2Z1.1MB/s in 0.5s
Z015-06-25 14:19:05 (21.1 MB/s) - ‘acco-server.tar.gz’ saved [12049015/12049015]
The new version:

Your version:
Do You want to update the software? [Yess Mol

Having updated the ACCO-WEB and ACCO Server, you can update the ACCO-NT Conf
and ACCO Soft programs. To do this, start the web browser.

Enter the address: https://[ address of computer on which ACCO Server is installed].

Log into the ACCO-WEB application as the Administrator (default login: “admin”; default
password: “admin”).

Click on the “Programs” command in the menu on the left side of the screen. Links to the
installation files will be displayed.

10.Download the updated installation files.
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